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A CRYPTOGRAPHIC IMAGE SECURITY EVALUATION SCHEME

Han Xiao Xiong Lizhi"  Jiang Pengcheng Song Tingting
( School of Computer and Software Nanjing University of Information Science and Technology Nanjing 210044  Jiangsu China)

Abstract In the field of image encryption technology there are many image encryption methods but many image
encryption methods are not secure enough and there is a risk of being cracked. Many existing cryptographic image
security evaluation methods choose a single parameter and the evaluation results are not comprehensive. To solve this
problem we proposed a cryptographic image security evaluation scheme based on pixel number change rate key space
size information entropy correlation coefficient of adjacent pixels and other index parameters. Through the horizontal
comparison of various index parameters obtained by different encryption algorithms for the same image it could be
concluded which algorithm has better security under the comprehensive situation. Two kinds of images which are widely
used in current encryption applications were experimented analyzed and compared. The results show that the scheme is

very effective reliable and practical.
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